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What is “Jailbreak”?

- Large language models are trained with safety alignment (e.g. RLHF) to 
avoid generating harmful or disallowed content. However, this alignment is 
not absolute.

- Jailbreak refers to a prompt or interaction strategy that successfully 
bypasses these safety mechanisms and causes the model to produce 
content that it would normally refuse.

- Jailbreak reveals that aligned models can still be manipulated through 
carefully designed inputs.



Research Landscape

3 Main Directions

- Attack: Aim to systematically discover prompts or interaction strategies that 
bypass safety mechanisms.

- Defense: Attempt to strengthen alignment or detect harmful inputs and 
outputs.

- Evaluation/Benchmark: Focus on how to reliably measure jailbreak success 
and model safety.



Jailbreak Attacks: Overview
Initially, attacks were manual prompt engineering, such as roleplay or instruction override. These 
methods rely on human intuition and creativity.

Later, attacks became automated, using optimization or search methods to systematically 
construct adversarial prompts.

More recently, research includes multi-turn interactions, where attacker gradually guides the 
model toward harmful intents across several turns.



1. Universal and Transferable Adversarial Attacks on Aligned Language Models (GCG)
The first systematic methods to jailbreak aligned language models with optimization.
Methods: Appends adversarial suffix to user query, using gradient-based optimization over 
input tokens to maximize probability of model generating harmful responses.
Key Findings: 1.  Adversarial suffixes are transferable over architectures.
        2. Suffixes often look unnatural and meaningless.  

2. AutoDAN: Generating Stealthy Jailbreak Prompts on Aligned Large Language Models
A black-box approach to generating jailbreak prompts using a genetic algorithm.
Methods: Maintains a population of candidates. At each step, prompts are mutated and 
recombined. Prompts with higher jailbreak success are selected for the next generation.
Key Findings: 1.  Generates human-like jailbreaks (e.g., role-play, fictional settings, or cipher).
        2.  Scalable through automated search.

3. Crescendo: Multi-Turn Jailbreak Attacks
The first automated methods that shifts the focus from single-turn to multi-turn dialogue.
Methods: Gradually guides the model toward harmful content across several turns. Early 
interactions appear harmless, while later turns refine the intent.
Key Findings: 1.  Avoids triggering safety detection to harmful queries.
        2.  More realistic interaction setting with higher attack success rate.



Jailbreak Defense: Overview
Inference-time (prompt-level) defenses: Modify or filter prompts or responses dynamically to 
reduce vulnerability via perturbation or external safety classifiers.

Alignment training (model-level): Models are fine-tuned to refuse harmful requests on human 
preference data via various methods or policies.



1. Safety Alignment Should Be Made More Than Just a Few Tokens Deep
This paper investigates why current safety alignment fails under adversarial conditions.
Analysis: The key argument is that alignment is often shallow. Models rely on local token 
patterns (explicit harmful keywords) to decide whether to refuse a request. When those 
signals are removed, paraphrased, or distributed across multiple turns, the model may fail to 
recognize the underlying intent.
Key Findings: 1.  Small changes in phrasing or structure can significantly affect whether model 
   refuses or complies, even when the semantic meaning remains the 
same.
        2. Alignment is not grounded in deep understanding, but rather surface-
level.  

2. SmoothLLM: Defending Large Language Models Against Jailbreaking Attacks
This paper proposes an inference-time defense based on the idea that adversarial jailbreak 
prompts are unstable under small perturbations.
Methods: Applies random perturbations to the input prompt (paraphrasing or token-level 
noise) and queries the model multiple times. If the model’s responses vary significantly 
across these perturbed inputs, the prompt is considered suspicious and may be rejected.
Key Findings: 1.  Model-agnostic and easy to implement as a wrapper around existing models.
        2.  Uses output consistency as a robustness signal.
        3.  Does not rely on predefined harmful keywords



Jailbreak Evaluation: Overview

- Benchmark: Most existing benchmarks rely on single-turn prompts and 
static datasets. However, as attacks become more complex, these 
benchmarks may underestimate model vulnerability.

- Judge reliability: Many evaluations depend on automated classifiers or 
LLM-based judges, which can produce inconsistent or out-dated results.

- As a result, reported jailbreak success rates can vary significantly 
depending on the evaluation setup.



1. HarmBench: A Standardized Evaluation Framework for Automated Red Teaming
The paper proposes a structured framework for evaluating harmful behavior in models.
Methods: Defines a taxonomy of harmful categories and provides standardized evaluation 
procedures, allowing researchers to compare models and methods more consistently.
Key Findings: 1.  Taxonomy of harmful behaviors reveals fine-grained vulnerability on models.
        2. Standardization improves comparability across judge and victims.  

2. Llama Guard: LLM-Based Input-Output Safeguard for Human-AI Conversations
The paper proposes a dedicated language model as safety classifier to monitor both user 
inputs and model outputs.
Methods: Treat safety as a separate classification problem. Given a prompt or response, the 
guard model determines whether it violates predefined safety categories, such as violence, 
self-harm, or illegal activities.
Key Findings: 1.  Simple and modular design that is easy to integrate into existing systems
        2.  Covers both input and output filtering, but depends heavily on data 
quality.

3. StrongREJECT: A Strong Baseline for Jailbreak Evaluation
The paper examines the reliability of jailbreak evaluation, showing that evaluation results 
can vary significantly depending on the choice of judge, prompt format, and scoring criteria.
Methods: Uses structured prompts and LLM-based judges to classify responses with criterias: 
clear refusal, detail, alignment and harmfulness of response, which is a more fine-grained 
measure of safety behavior.
Key Findings: 1.  Captures partial leakage and nuanced behavior, decreasing false positiveness.
        2.  Provides a stronger evaluation baseline to the future jailbreak works.



MultiBreak: A Scalable and Diverse Multi-turn 
Jailbreak Benchmark for Evaluating LLM Safety

A large-scale, fine-grained multi-turn 
jailbreak benchmark.

- 10,389 multi-turn adversarial prompts [Q_adv]
- 2,665 distinct harmful intents [Q]
- 26 fine-grained safety categories



Motivation

- Jailbreak: prompts that cause an LLM to produce content that 

violates its safety rules
- Generating steps to build bomb/ racist conversation / code that attack software

- Multi-turn: mimic real users interaction with LLMs in practice
- Most prior benchmarks focus on single-turn jailbreak prompts

- Existing multi-turn benchmarks:

- Small dataset size

- Template-driven with low diversity

- Limited coverage of safety categories



Method: Active Learning Pipeline

Data Diversification

- Collect from existing datasets

- De-duplicate:

    - semantic similarity

    - false harmfulness

Active Learning Loop

- Iteratively finetune generator

- Generate adversarial prompts

- Evaluate on victims and judges

    - Faithfulness with intents

    - Attack success rate

    - Uncertainty on victims

Uncertainty-Guided Rewrite

- Collect high uncertainty prompts

- Rewrite with LLM to improve ASR

    - Preserve harmful intent

    - Clarify ambiguous phrasing

    - Strengthen attack tactics



Results

MultiBreak achieves higher ASR over baselines

Diverse attack categories uncover fine-grained LLM vulnerabilities



More Topics & Future Directions
More Topics

- Multimodal jailbreaks: Harmful intent can be hidden across modalities, which makes detection 
more difficult, since safety mechanisms must reason jointly over multiple modalities.

- Agentic safety: As LLMs are increasingly deployed as agents that can plan, use tools, and interact 
with environments, jailbreak risks extend beyond single responses, such as over extended 
trajectories, indirect or delayed harmful outcomes.

Future Directions

- Attack: methods are becoming more adaptive and autonomous. Reinforcement learning and 
feedback-driven approaches allow attackers to iteratively refine strategies based on model 
responses.

- Defense: Future work may require deeper semantic alignment on the entire interaction histories or 
integrate into the model’s reasoning process instead of separate filtering.

- Evaluation: There is a need for benchmarks that reflect real-world complexity. This includes multi-
turn interactions, multimodal inputs, and evolving data distributions. Another key challenge is 
improving judge reliability, since inconsistent evaluation can obscure true model performance.



Thank you.
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